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Abstract

Risk assessment is an effective way to reduce information technology risks in healthcare facilities by
determining the severity of potential dangers and weaknesses affecting each vital data element. This
enables appropriate actions to be taken by prioritizing data with the highest risk. However, there is still a
lack of research on information security risk assessment using Factor Analysis of Information Risk (FAIR)
in healthcare information systems, necessitating further studies to understand its implementation in
Indonesia. A 21,939 articles were found in four databases, but only three met the inclusion criteria from
Indonesia, Japan, and the United States. These studies focus on risk assessment and management in the
healthcare sector, including ISO 27005, cloud ecosystem risk analysis, cybersecurity standards, and IoT
risk management for COVID-19. The review stresses the significance of risk assessment and management
in the health sector to sustain health facilities amidst policy changes, technological advancements, and
globalization. FAIR is vital in determining the likelihood and potential consequences of events that can
affect organizations, particularly in the competitive healthcare industry where a secure health
information system is necessary for business continuity. Hence, studies must develop methods to reduce
information security risks in Healthcare services information systems.
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INTRODUCTION

Information systems are an integral part of daily business activities, it can even be
said that business processes and decision-making strategies are now heavily dependent
on information systems. One of the companies that depend on information systems is
healthcare service facilities. Healthcare service facilities become primary needs for
everyone, not only for service nor action that can influence the comfort of the patients
but also for management with an organized healthcare information system. (Indrajit,
2000; Sudjiman & Sudjiman, 2018)

Healthcare information systems in healthcare service facilities are a breakthrough in
the healthcare world. This system functions to manage processes, making healthcare
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service facility data management more accurate, secure, and effective. The rise in the
prevalence and widespread adoption of the internet, as well as the Internet of Things
(IoT) and the latest iteration of healthcare-focused technology known as the Internet of
Medical Things (IoMT) or Internet of Healthcare Things (IoHT), poses a significant
security risk, particularly in terms of cyber-attacks. Information security risk assessment
in information systems allows for minimizing and addressing various information
technology risks in healthcare service facilities. Additionally, the healthcare industry's
staff is usually inexperienced with remote work and lacks planning skills for this
transition, creating a weak spot for potential cyberattacks to target the sector.(Boddy et
al., 2017; Jalali et al., 2020; Offner et al., 2021) Likewise, after assessment, the magnitude
of threats and vulnerabilities is known for each critical data segment, leading to
appropriate action by prioritizing data with the highest risk. (Chotimah, 2022)

One approach to information security risk assessment is the Factor Analysis of
Information Risk (FAIR) method. FAIR is a risk analysis framework that concentrates
on analyzing risk information and identifying assets, threats, and vulnerabilities that
lead to risk. This standard is predominantly based on quantitative concepts and
provides a practical and innovative approach to analyze risks by gathering information.
By using this methodology, organizations can communicate their risk information and
align with their enterprise's needs by assessing the risk scenarios and determining Loss
Event Frequency and Loss Magnitude. In short, FAIR provides a comprehensive risk
analysis approach that helps enterprises manage their risks efficiently. (Josey, 2014)

To establish a reliable and expandable network infrastructure for healthcare
information systems, it is necessary to perform research to evaluate the potential
security risks that these systems may face. While there is some research on assessing the
security risks of healthcare information systems, it is still insufficient. Therefore, this
scoping review was overseen to identify the role and application of Information
Security Risk Assessment on Information Systems in the healthcare sector, to provide an
overview of healthcare facilities in Indonesia on mitigating information security risks in
healthcare information systems. (Hasanah, 2019; Jayadi et al., 2022)

a. Research Problem

Although FAIR is a commonly acknowledged and adopted technique for
evaluating and controlling information security risks, its efficiency in the
healthcare industry has not been extensively studied.

b. Research Focus

This scoping review will focus on identifying and evaluating the key factors
analyzed in FAIR for information security risk assessment in the healthcare sector.
The research will also evaluate the strengths and limitations of using FAIR in
information security risk assessment in the healthcare sector. By identifying the
gaps in the literature regarding the use of FAIR in the healthcare sector, this
scoping review will highlight areas for future research and improvement.
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c. Research Aim and Research Questions

The research will aim to to identify and analyze the existing literature on
information security risk assessment using the Factor Analysis of Information Risk
(FAIR) model in the healthcare sector. The review aims to explore the current state
of knowledge, identify research gaps, and suggest avenues for future research in
this area. The Research Questions: (1) What is the current state of research on
information security risk assessment using the Factor Analysis of Information Risk
(FAIR) model in the healthcare sector? (2) What are the key factors analyzed in the
FAIR model for assessing information security risks in healthcare organizations?
(3) How effective is the FAIR model in identifying and mitigating information
security risks in healthcare organizations? (3) What are the challenges and
limitations of using the FAIR model for information security risk assessment in
healthcare organizations? (4) What are the best practices for implementing the
FAIR model in healthcare organizations for effective information security risk
management? (5) How can healthcare organizations leverage the FAIR model to
achieve regulatory compliance and enhance patient data protection? (6) What are
the future research directions for information security risk assessment in the

healthcare sector using the FAIR model?

RESEARCH METHODOLOGY
A. General Background

The Preferred Reporting Items for Systematic Reviews and Meta-Analyses extension
for Scoping Reviews (PRISMA-ScR) is a methodological framework that provides
guidelines for conducting scoping reviews.(Tricco et al., 2018) A scoping review is a
type of literature review that aims to map the key concepts, evidence sources, and
research gaps in a particular field.

In the case of the proposed research on information security risk assessment using
the Factor Analysis of Information Risk (FAIR) model in the healthcare sector, the
PRISMA-ScR framework can be used to guide the review process. The framework
includes several steps, such as identifying the research question, searching for relevant
literature, screening and selecting articles, extracting data, and summarizing and
reporting the findings.

In addition to the PRISMA-ScR framework, the Population Concept Context (PCC)
model can also be used to guide the scoping review. By using the PCC model, the
scoping review can ensure that the search strategy is focused on the relevant literature
and that the review findings are applicable to the specific population and context of
interest.(Peters et al., 2015)

B. Sample of Eligible Document Criteria
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The search strategy will involve searching electronic databases such as Scopus, IEEE
Xplore, ProQuest, and ScienceDirect using a combination of keywords related to the
population, concept, and context which comes to Information Systems, Healthcare,
Information Security Risk, and Information Security Risk Assessment that is
summarized in Table 1. Including the keyword combination used is: "Information
Systems" AND "Health". Alternative keywords are also used such as "Information
Systems" AND "Information Security Risk" AND '"Information Security Risk
Assessment", "Healthcare" AND '"Factor Analysis of Information Risk". The articles
selected were full-text Indonesian and English articles published in the last 5 years. Into
the bargain, a search was also done on the list of references to articles that met the
inclusion criteria to find out whether other related studies related to this research.

C. Instrument and Procedures

The PRISMA-ScR framework provides guidelines for developing inclusion and
exclusion criteria to ensure that the scoping review is focused on relevant literature. The
following are some instruments and procedures for developing inclusion and exclusion
criteria.

The criteria for inclusion in this scoping review are: (1) The article is original research
and has been reviewed and written in Indonesian and English; (2) Articles published
within the last 5 years (2017-2022); (3) Studies accomplished in health services; (4)
Research contains information security risk assessment on Health Information Systems.

Exclusion criteria used: (1) Articles that are not related to the problem in the research;
(2) Articles that cannot be downloaded in full-text version; (3) The article is in the form
of a scoping review.

D.Data Analysis

Below are methods for analyzing data in a scoping review focused on using the FAIR
model for information security risk assessment in the healthcare sector.

Screening and Selection, the first stage of data analysis involves screening and
selecting relevant articles. This process will involve an initial screening of titles and
abstracts to identify potentially relevant articles, followed by a full-text screening of the
selected articles to determine whether they meet the inclusion criteria. The PRISMA-ScR
framework recommends using a standardized screening and selection form to record
the reasons for inclusion or exclusion of each article.

Data Extraction, the second stage of data analysis involves extracting data from the
selected articles. This process will involve identifying key information such as the
author, publication year, study design, study population, intervention or exposure,
outcome measures, and results. The PRISMA-ScR framework recommends using a
standardized data extraction form to record the relevant data from each article.

Data Synthesis, the third stage of data analysis involves synthesizing the data from
the selected articles. This process will involve organizing and summarizing the
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extracted data in a way that addresses the research questions. The PRISMA-ScR
framework recommends using a narrative synthesis approach, which involves
summarizing the findings in a descriptive and interpretive manner. The synthesized
data can be presented in tables, charts, and graphs to help visualize the results.
Reporting the Findings the final stage of data analysis involves reporting the findings
of the scoping review. The PRISMA-ScR framework recommends reporting the findings
in a structured and transparent manner. The scoping review report should include a
clear description of the search strategy, inclusion and exclusion criteria, screening and
selection process, data extraction and synthesis, and limitations of the study. The report
should also provide a summary of the key findings and their implications for future
research and practice.

RESEARCH RESULTS

In order to carry out the research, we reviewed a total of 21,939 articles using pre-
determined keywords until December 31, 2022, through online databases such as
ProQuest, SpringerLink, ScienceDirect, and Oxford journals. After manually filtering
the search results using Microsoft Excel and removing duplicate articles, three articles
were selected based on their title, abstract, and full text to meet the inclusion criteria.
This process is illustrated in Figure 1 and summarized in Table 2.

Out of the seven reviewed studies, the articles comprise both quantitative and
qualitative research and were produced in the United States, Indonesia, Japan,
Lithuania, Italy, England, and Tunisia. Table 1 summarizes the main methods and
findings of the reviewed articles. The first study run in Indonesia focuses on the Risk
Assessment of Puskesmas Management Information System Data and Assets Using
ISO 27005. (Jonny et al., 2021)

The second study overseen in Japan discussed the Risk Analysis and Modeling of
Cloud Healthcare Ecosystems, using the FAIR approach and focusing on the Arterys™
case study on AWS. (Mariam Traore, 2022) Meanwhile, the third study in the United
States is about creating a standard risk assessment framework for health information
technology. There is also another article from the United States that includes the
seventh study on cybersecurity standards, which will allow IoHT systems to
automatically adapt to cyber threats using quantitative analysis and standards such as
FAIRTM and DoCRA to optimize health outcomes. (Sparrell, 2019; Suzanna, 2021)

The article in Italy discusses Interdisciplinary research that opens up innovative
solutions in healthcare, the platform proposes innovative solutions on how personal
healthcare data can be processed and analyzed, protecting user privacy(Lepore, 2023)
Articles in Tunisia discuss Security Risk Management in e-Health Systems. Researching
e-health systems and their security challenges, especially for IoMT applications due to
data sensitivity, rapid context changes, and aging ICT infrastructure. (Ksibi, 2022)
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Another article in England discusses the Cyber Risk of Using IoT Devices to Manage
COVID-19. Current findings indicate that medical IoT solutions are not being
adequately evaluated for cyber risk, especially with the increased use of such solutions
in Covid-19 management. (Radanliev, 2021)

Table 1. PCC Framework

Population (P)
Concept (C)
Context (C)

Health Information System
Information Security Risk Assessment using FAIR Model
Types of Information Security Risk Assessment to be applied

in the Healthcare Sector

Figure 1. PRISMA-ScR Research Diagram

Literatur Search:

Basic Data: Scopus, IEEE Xplore, ProQuest, dan ScienceDirect

n=1874
Scopus

n=137
IEEE Explore

) )

n=7397
ScienceDirect

n=12531
ProQuest

v !

Notes Identified (n = 21939)

\

Notes after duplication were deleted and
filtered (n =45)

\/

32 complete text products were selected
according to the research inclusion and
exclusion criteria.

Excluded notes.
(n=13)
- No complete texts were available.

Excluded notes.

[ Included ] [ Feasibility ] [ Screening ] [ Identification ]

\4 (n=25)
Study Included - Not related to the research problem.
(n=7)
Table 2. Characteristics of the research used
Main Title Research Results
Researcher/ methods

Year/ Location

Quantitative and Even though the standard documents do not

Jonny, Risk Assessment
Awalludiyah of Health Center qualitative
Ambarwati, Management analysis,
Cahyo Darujati/  Information involving
2021 / Indonesia System Data and observation and
Assets Using ISO interviews, to
27005 determine the
category of risk
impact and the
probability of

give a detailed explanation of the risk
assessment methodology as a process to
achieve the objectives in the Information
Security Management System (ISMS) control,
an operational approach called Factor
Analysis Information Risk (FAIR) is used to
evaluate risks. The FAIR method makes it
easier to conduct the risk assessment process
required by Clause 6 of the ISO 27001:2013
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Main Title Research Results
Researcher/ methods
Year/ Location
occurrence of ISMS standard, as defined in ISO 27005:2018.
threats to The average risk analysis result shows that
information the potential threat of medium and high-risk
security is still relatively low in terms of likelihood, as
the services are still running normally.
Mariam Traore, Healthcare Quantitative Discussing the effectiveness of the FAIR
Prof. Shuichiro CloudEcosystem method in cloud risk analysis and its
Yamamoto/ 2022/ Risk Analysis and relationship with ArchiMate elements.
Japan Modeling: A FAIR However, there are still many unanswered
Approach (A Case questions, especially regarding the impact of
Study of Arterys™ cloud risk analysis in the healthcare field.
on AWS) Future research will measure and model
security risks using the FAIR and ArchiMate
methods and analyze the ability of cloud
services such as AWS to address security
risks in the healthcare sector.
Suzanna Risk in Healthcare ~ Qualitative, Proposing a new open-source standard risk
Schmeelk /2021 / Information Descriptive. management framework library to improve
United States Technology: coordination = and  communication of
Creating a management components. Adopting such a
Standardized Risk standard risk center framework would
Assessment benefit the healthcare industry. Furthermore,
Framework using the FAIR method, the paper discusses
the importance of risk assessment in
developing budgets for side effects and
ensuring that financial resources are kept in
line with uncertain probabilities to pay for
patient identity protection. In summary, this
scientific publication highlights the urgent
need for healthcare service organizations to
address information technology risks and
implement standard risk ~management
frameworks.
Dominique Interdisciplinary Qualitative, The platform proposed an innovative
Lepore/2023/ Research Unlocking Descriptive. solution that aimed to process and analyze
Italia Innovative personal healthcare data while safeguarding
Solutions in user privacy. Its main strength lies in the use
Healthcare of an interdisciplinary approach via the

model,
academic

triple-helix which incorporated
different fields, institutions,
companies, and researchers. Additionally, the
output of the threat risk assessment in the
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Main Title Research
Researcher/ methods
Year/ Location

Results

TRM framework's second stage was utilized
to facilitate advanced risk assessment based
on the FAIR ontology. From this perspective,
the paper accentuated the possible
advantages of integrating IoT and ML models
while also emphasizing the key challenges
that remained to be tackled.

Sondes Ksibi A Comprehensive  Quantitative
/2022/Tunisia Study of Security

and Cyber-Security

Risk Management

within e-Health
Systems: Synthesis,
Analysis and a
Novel Quantified

The study examines e-health systems and
security challenges, specifically those related
to IoMT applications, which are affected by
data sensitivity, rapidly changing contexts,
and outdated ICT infrastructure. The FAIR
method, a quantitative approach to risk
assessment  that  establishes standard
references and  promotes commercial
software, is discussed as one of the Trust-risk
awareness methods in this paper. Examples
of software promoted by FAIR, such as
RiskLens and CyVaR, are based on a
quantitative assessment approach but may
have reliability and consistency issues as
black box tools. A highly detailed risk
management approach comprising three
distributed agents and an orchestrator
module is proposed by the authors, aimed at
assessing risks related to devising zones,
network areas, and storage infrastructure.
Further exploration of IoMT risks and the
development of an Al-based intelligent
management approach is planned by the
authors.

Approach
Duncan Sparrell ~ Cyber-Safety in Qualitative
/2019/ United Healthcare IoT

States of America

In the future, IoHT systems will be able to
adjust themselves to cybersecurity threats in
real time, thanks to the current development
of cybersecurity standards. The adaptation
will be based on a quantitative analysis of
practical mitigation measures that will
optimize overall health outcomes
economically. To achieve this, quantitative
risk analysis will be done using standards
such as FAIRTM and DoCRA. Automation
will be driven by standards such as SBoM,
STIXTM, TAXIITM, OpenC2, and CACAO.

Petar Radanliev Cyber-Risks from Qualitative,

The paper concludes that medical IoT
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Main Title Research Results

Researcher/ methods

Year/ Location

/2021/ England Using IoT Devices  Descriptive solutions are not appropriately evaluated for
for Managing cybersecurity risks, particularly in their usage
Covid-19 for Covid-19 management. The use of third-

party solutions can lead to significant losses
for healthcare providers. Thus, it is essential
to employ quantitative cybersecurity risk
models like FAIR, which require a similar
quantitative approach to estimate the risk of
IoT systems used in Covid-19 management.
However, this approach must be adjusted to
account for the fast spread rate and other
pandemic conditions related to Covid-19. To
achieve this, the authors recommend an
approach that uses Al in risk analytics for
medical IoT solutions, which will result in
stronger system resilience and the protection
of patients' medical data, secure predictive
analytics outputs, and integration of these
solutions into fog computing security.

CONCLUSIONS
a. Discussion

The development of business in the health sector currently requires innovation that
must be continuously updated to maintain the continuity of business activities in the
health sector. Changes in various aspects such as government policies, the discovery of
new technologies, and globalization have driven the sector of health to continue
updating the system information on health facilities and mitigating possible risks that
might appear in information systems. (Kemala Hayati & MT, n.d.; Sisca et al., 2021)

Broadly speaking, Information Security Risk Assessment is a technique used to
calculate the level of risk that may occur. In this case, the risk is the possibility of an
event occurring and the consequences that may arise that can affect the organization.
(Hardani & Ramli, 2022; Kemala Hayati & MT, n.d.; Rohmani & Wibisono, 2016)

Some of the articles found in this scoping review demonstrate the importance of
Information Security Risk Assessment in the health sector. In the first-level facility
information system in this study, operated in community health centers, the results of
the risk analysis showed that the average potential threat risk and high-risk threats
were still relatively low in terms of the possibility of threats because the services were
still running normally. (Jonny et al., 2021)

Furthermore, the security risk assessment on the Health Ecosystem Cloud
demonstrates the effectiveness of the FAIR method in cloud risk analysis and its
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relationship to ArchiMate elements. However, there are still many unanswered

questions, especially regarding the impact of cloud risk analysis on health, it is still very

difficult to determine risk from the enterprise architecture of a cloud system. The

probability of technology risk occurrence is very uncertain by the diversity and
complexity of facilities and structures. (Mariam Traore, 2022)

Security Risk Assessment on Healthcare Information Technology in the United States
shows that Patients should be aware of the risk of identity theft if their personal
information is compromised and sold on online marketplaces. The use of technology in
healthcare is becoming more commonplace and society needs to establish standard
procedures for managing and responding to privacy and cybersecurity risks. By
adopting a framework for dealing with actual privacy and security breaches, the
healthcare industry can be more effective to communicate and reduce risk, which is
especially important in situations where human lives are at stake. (Suzanna, 2021)

Information Security Risk Assessment on the Health Platform proposes innovative
solutions on how personal healthcare data can be processed and analyzed, protecting
user privacy. The main strength of this platform is the interdisciplinary approach used
in the triple-helix model, which involves various institutions, companies, and
researchers from various academic fields. From this perspective, this paper shows the
potential offered by the integration of IoT and ML models and the main challenges that
still need to be overcome. (Lepore, 2023)

Later studies in Tunisia examined e-health systems and their security challenges,
especially for IoMT applications due to data sensitivity, rapidly changing contexts, and
aging ICT infrastructure. The authors propose a highly detailed risk management
approach consisting of three distributed agents and an orchestrator module, which aims
to assess risks associated with device zones, network areas, and storage infrastructure.
They plan to further explore IoMT risks and develop an intelligent management
approach based on artificial intelligence techniques. (Ksibi, 2022)

Cybersecurity in Health IoT The standards developed today will enable future IoHT
systems to adapt to cybersecurity threats automatically and in real-time, based on
quantitative analysis of reasonable mitigations triage to economically optimize overall
health outcomes. Risk analysis uses standards such as FAIRTM and DoCRA.
Automation will be driven by standards such as SBoM, STIXTM, TAXIITM, OpenC2,
and CACAO. (Sparrell, 2019)

Cyber Risk of Using IoT Devices to Manage COVID-19 currently shows that medical
IoT solutions are not being adequately evaluated for cyber risk, especially with the
increased use of such solutions in Covid-19 management. Third-party medical IoT
solutions used in Covid-19 monitoring may provide inadequate protection for large
healthcare providers, which may result in maximum loss scenarios. To address this
issue, an approach is proposed using Al in the risk analytics of medical IoT solutions,
which can create stronger system resiliency through cognition in its physical and digital
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dimensions. The goal is to protect the integrity of patient medical data while securing

predictive analytics output and integrating the solution into fog computing security.
(Radanliev, 2021)

Several articles relevant to the research purpose indicate that Information Security
Risk Assessment can assist healthcare services in providing recommendations to reduce
information system risks in the healthcare sector. In the realm of healthcare services,
FAIR is highly feasible to be considered for implementation in the process of assessing
information system risks of a healthcare institution. In healthcare services, all business
stakeholders are involved in designing how the organization will operate with a secure
Health Information system when accessing healthcare services. This will not only
produce good results for patients but also improve the efficiency and effectiveness of
the system. (Arina, 2020; Hadikaryana & Sasongko, 2019; Hardani & Ramli, 2022;
Kemala Hayati & MT, n.d.; Rohmani & Wibisono, 2016)

The utilization of Information Security Risk Assessment in the broader healthcare
sector can clarify customer needs, offer better value-added, and create and capture
more value for healthcare service providers and the patients they serve.(Mauluddani et
al.,, 2021; Rangkuti, 2017)

The weakness of this scoping review is the limited literature available on the
assessment of information security risks using the FAIR method in the healthcare
sector.

b. Conclusions and Implications

The healthcare sector can overcome security threats and stay ahead of the
competition with the advancement of information systems. Developing a secure
healthcare information system is a challenging task, but implementing the FAIR model
in security risk assessments can help ensure success in each service sector. While
finding articles that focus on information security risk assessments using the FAIR
model in healthcare services may be challenging, there are opportunities to focus on the
development plan of information systems in healthcare services and conduct further
studies on information security risk assessment models to ensure that the FAIR model
prevails.
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